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Scaling ERM, continued on page 3 

Enterprise risk management (ERM) has become a hot topic in 
the banking industry, fueled in part by lessons learned from the 
recent economic crisis and the increased regulatory scrutiny 
that followed. Large banks have been required to develop 
comprehensive ERM programs. Will community banks that are 
not likely to be subject to the same rules or have the resources 
of their larger counterparts be expected to do the same? 

The realistic answer is that certain elements of ERM that 
are required of large banks are likely to filter down to 
smaller banks, although regulators will expect less complex 
approaches. This is because ERM boils down to effective risk 
management practices that are a good idea and can help to 
protect the safety and soundness of banks of all sizes. The key 
to implementing ERM for community banks is to focus on the 
aspects that provide a direct benefit to the bank in identifying 
and avoiding potential risks that can cause unpleasant 
financial surprises, and in understanding and improving the 
relationship between risks and returns.  

So how can a community bank implement these practices without 
ERM becoming “Expensive Risk Management?”  There are relatively 
simple ways to get started. First, it is important to understand what 
ERM is, and how it differs from traditional risk management, and 
independent validation processes, such as an internal audit.

An enterprise view of risk

ERM is, quite simply, risk management practices that provide a 
holistic view of all of a bank’s material risks, and are integrated 
with key decision-making processes across the enterprise. 
Basic steps, such as developing reports that compare and 
aggregate risk concentrations across business lines, industries 
and geographies, can provide valuable insight into a bank’s 
vulnerabilities to market and economic trends.  

Consider, for example, the benefit of understanding a bank’s 
combined exposure to real estate markets -- whether through 
home equity loans, commercial real estate or investments 

in mortgage-backed securities -– particularly if the bank 
performs this analysis in advance of market declines and 
discusses it as part of the bank’s strategic planning process. 
Add consideration of how potentially higher credit losses 
could lead to other risks -- such as harm to the bank’s 
reputation -- as well as other risks that could occur as a result 
of market declines -- such as increased fraud -- and the bank is 
well on its way to creating a holistic view of risk. 

An enterprise-wide view of risk can help banks to improve 
profitability and ensure an efficient use of limited capital 
resources. This can be accomplished by comparing returns to risks 
and using this information to target business lines or portfolio 
segments with the highest returns. Alternatively, banks can cut 
back or exit segments with low risk-adjusted returns. Large banks 
generally rely on complex, resource-intensive approaches, such as 
economic capital analysis, to compare risks and returns. However, 
even a relatively simple approach, such as graphical comparisons 
of returns and long-term average losses for key products, can 
provide insight into areas where returns on risks are greater.

Establishing a risk culture 

Developing an understanding of a firm’s risks and returns is 
an important first step. However, for ERM to be implemented 
effectively, employees in all areas of the bank need to 
understand what risks the bank is willing to take, how their 
activities can affect the bank’s risks, and how to manage those 
risks. In other words, risk management can no longer be the 
responsibility of a single executive or function. The good news 
is that banks can communicate their risk appetite and promote 
ownership of risk across the enterprise relatively inexpensively. 
They can establish a tone at the top and incentives that support 
risk management and set expectations for ethical conduct, 
adherence to policies, and prompt reporting of risk issues.  
The benefits of doing this far outweigh the costs, as risk 
management becomes the job of all employees rather than 
only one. Further, developing a culture that is supportive of 
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Effective January 2013, Bank Notes will become Financial 
Institutions Insights. The renaming of our bimonthly newsletter 
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Since 2006, the IRS’ Large Business and International (LB&I) 
Division has been using a tiered issues approach to manage 
issues and examinations. The objective was to identify issues 
that carried the highest risk of noncompliance, especially 
those involving potentially abusive tax shelters, and address 
those issues consistently across industries and taxpayers. The 
practice involved separating examination issues into three 
tiers, and prioritizing them according to compliance risk, from 
Tier I (highest risk, with significant impact on more than one 
industry) to Tier II (risks involving emerging issues that need 
clarification) to Tier III (risks for a single industry). 

Tiered issues approach

Reasonable in theory, the tiered issues approach did not work 
very well in practice, either for the IRS or for taxpayers. The 
existence of a Tier I issue generally required an examination, 
without consideration of whether there was noncompliance 
with the Code. Thus, entirely legitimate tax deductions could 
lead to an examination and subject the return to examination 
approaches used with aggressive tax shelters. Simply taking 
a deduction earmarked as of high strategic importance to the 
IRS could trigger an examination, such that no issue resolution 
or settlement could occur without the approval of various 
subject matter experts.  

A good example of this was the section 199 Domestic 
Production Activities Deduction (DPAD), which allows a 
deduction to businesses manufacturing within the United 
States and which is computed as a percentage of production 
revenue. The IRS designated the DPAD as a Tier I issue and 
placed virtually any return with that issue under examination. 
The reason for DPAD’s designation within Tier I was to allow 
the IRS the opportunity to study the issue in various contexts. 
Thus, legitimate tax deductions and abusive tax shelters were 
thrown into the same pile, while the number of companies at 
risk for audit grew larger and larger.

A key feature of the tiered issues approach was the use of 
Industry Director Directives (IDDs) to control the development 

Network approach replaces tiered issues in IRS exams
By Patti Burquest

and often outcomes of tiered issues. The industry director 
is an IRS executive who controls the activities of agents and 
their managers in one of six industries around which LB&I is 
organized. The director reports directly to the commissioner 
of LB&I and has been delegated the authority to make key 
decisions on issues within his or her industry. Those decisions 
may include what field examiners should look for, what 
position they should take when proposing adjustments to a 
return, the imposition of penalties and in some cases, the final 
decision or resolution of an issue. 

The IDDs are the marching orders issued by the industry 
director that agents must follow when setting up and resolving 
issues. Where an IDD applied, it was not uncommon to hear an 
agent say that they had no discretion in how the issues would 
be managed or resolved. The net effect of this system was to 
place decision-making authority beyond the control of the local 
examiners who were conducting the audit. Case resolution 
could not be inconsistent with the IDD, and taxpayers often 
had to take their case to Appeals to resolve an issue that had 
been resolved similarly by LB&I for years. The result was case 
management backlogs, delays and other bottlenecks presided 
over by examiners with little or no discretionary authority.

Knowledge management approach

To address these problems, the IRS recently decided to 
abandon tiered issues in favor of a more collaborative and 
efficient approach. On Aug. 17, 2012, LB&I Commissioner 
Heather C. Maloy announced that tiered issues were 
immediately de-tiered, and associated IDDs were withdrawn.     

The new knowledge management approach involves issue-
focused networks consisting of Issue Practice Groups for 
domestic issues (IPGs) and International Practice Networks 
for international ones (IPNs). These are essentially teams of 
counsel, subject matter experts, technical advisors and other 
national IRS resources knowledgeable in a topic or industry. 

On June 28, 2011, the Federal Financial Institutions 
Examination Council (FFIEC) issued a supplement to the 
Authentication in an Internet Banking Environment (the 
2005 Guidance) to reinforce the risk management framework 
described in the original guidance and to update the FFIEC 
member agencies’ supervisory expectations regarding 
customer authentication, layered security and other controls 
in the increasingly volatile online environment. The agencies 
were concerned that customer authentication methods and 
controls implemented in conformance with the 2005 Guidance 
had become less effective.

How the updated FFIEC guidance on Internet banking security affects your credit union
By Chris Fisher

This white paper addresses the ‘need to know’ issues  
raised in the supplement, including those associated with  
risk assessments, layered security controls, member  
awareness and education, and preparation for your next 
regulatory examination.

Download the white paper: How the updated FFIEC guidance 
on Internet banking security affects your credit union

To read more, go to: http://mcgladrey.com/Bank-Notes/
Network-approach-replaces-tiered-issues-in-IRS-exams
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risk management can actually be easier for a community bank 
than for a large bank, as organizational structures tend to be 
flatter and executive management more visible to employees.

The three lines of defense

Ownership of risk by business line employees is often 
referred to as a bank’s first line of defense. Areas providing 
risk oversight, such as an ERM function, are considered the 
second line of defense. Internal audit serves as a third line of 
defense and provides independent review and testing, such as 
of regulatory compliance. Three lines of defense are not only 
important to effective risk management; they can be achieved 
with limited resources.  Community banks can outsource 
internal audit activities and assign risk management oversight 
to an executive with other responsibilities, such as the CFO, 
provided that the executive is not involved in risk-taking 
activities, such as approving loans.

Open communication across all lines of defense is critical to 
successful enterprise risk management. To promote sharing 
of information firm-wide, banks should establish forums for 
discussion of risks across business lines and functions. This 
practice ensures that causes and solutions to risk events are 
understood across the bank, which helps to prevent their 
reoccurrence (and additional loss) in other areas. In addition, 
these forums help to identify risks that could have an impact 
on other areas of the bank. For example, what would happen 
if the area responsible for projecting liquidity levels were 
unaware that credit losses were going to materially exceed 
expectations? A second financial surprise might occur -– 
creating more harm to the bank’s reputation.

A forward-looking approach

A forward-looking approach is another important element of 
ERM. While no methodologies exist for accurately predicting 

risks, banks can identify potential risks before they lead to 
losses, such as through development of a set of relevant key 
risk indicators. These KRIs, as they are known, are different 
from performance measurements in that they are leading 
indicators. For example, while delinquency rates are useful 
measures of performance, a KRI that tracks the mix of new 
loan originations by risk grade or credit score can provide an 
early indication of future credit performance. Similarly, the 
concentration of wholesale deposits can be an indication of a 
bank’s vulnerability to liquidity risk.  

A second, simple way to create a forward-looking approach is 
to consider the potential risks associated with new strategies 
and new product proposals. For large banks, this is generally 
achieved through involvement of the bank’s chief risk officer 
and other ERM staff in strategy and product development 
processes. Community banks can achieve a similar outcome by 
adding a step to their planning processes whereby managers 
are asked to consider what could potentially go wrong. It 
is often surprising how well managers understand these 
downside risks, even though they are often not communicated 
to executive management and the board as clearly as the 
upside opportunities.  

ERM is attainable and affordable

There are many ways to implement ERM’s value-adding 
elements, even with the limited resources of a community 
bank. Each of these elements -– developing a holistic view of 
risk and returns, establishing a risk culture, creating three lines 
of defense against risk and developing a forward-looking view 
of risk –- can help a bank to better understand and manage 
its risks. As many people in the financial services industry can 
attest, the benefits of ERM can far outweigh the costs.

Summary of current accounting events impacting financial institutions
By Faye Miller

As you approach year-end, it’s a good time to review various 
accounting standards finalized over the last couple of years 
that may affect your 2012 reporting period. Additionally, 
there are a number of proposed standards and major projects 
underway that could significantly impact financial institutions. 
The following provides a summary of each.

Select recently effective accounting standards

Disclosures about the credit quality of financing 
receivables and the allowance for credit losses. In July 2010, 
the Financial Accounting Standards Board (FASB or Board) 
released Accounting Standards Update (ASU) No. 2010-20, 
“Disclosures about the Credit Quality of Financing Receivables and 
the Allowance for Credit Losses.” This ASU put forth extensive 
new disclosure requirements, some of which result in more 
disaggregated presentation of pre-existing requirements by 
portfolio segment and class of financing receivable. While the 

disclosures came into effect during 2010 and 2011 for public 
entities, they did not come into effect for nonpublic entities 
until annual reporting periods ending on or after Dec. 15, 
2011. Accordingly, all nonpublic entities with a fiscal year-
end of Dec. 31, 2011 would have already implemented this 
guidance, while nonpublic entities with a Sept. 30, 2012 fiscal 
year-end are just recently implementing this guidance. While 
comparative disclosures were encouraged but not required for 
earlier reporting periods that ended before initial adoption, 
comparative disclosures are required for those reporting 
periods ending after initial adoption. Refer to our article 
entitled Disclosures about credit quality of financing receivables 
and allowance for credit losses for additional information and 
suggestions for complying with these requirements.  

To read more, go to: http://mcgladrey.com/Bank-Notes/
Summary-of-current-accounting-events-impacting-financial-
institutions

http://mcgladrey.com/pdf/credit_quality_financing_receivables_credit_losses.pdf
http://mcgladrey.com/pdf/credit_quality_financing_receivables_credit_losses.pdf
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